Network Time – Discussion – Peter Cybuck
MFP’s on a network will either be able to access an external network time source or not. In most cases they may not be able to directly access an external source. If they can  Option 1 below may apply.
Option 1 - External Source – Many Available
Internationally available references such as the NIST Internet Time Service (ITS) are the most commonly used in the US market and can be accessed internationally if in a given.  

No keys or passwords are required for the basic NIST service(i.e. no authentication).  There is also no charge for the NIST service. 

The MFP sync does not require synchronization with high precision. Time accurate to the second rather than the millisecond or nanosecond is adequate. Resolution of one minute may be adequate. This could eliminate the need to support a special new protocol just to provide acceptably accurate time stamped  audit records. Updates and checks spaced at intervals of 4 seconds or more are supported with the NIST servers but likely not required. Checks more frequently than 4 seconds are in fact not supported and treated as denial of service attacks.
Synchronization at boot-up time and also at periodic intervals (e.g daily) should be adequate to minimize drift of an internal clock. 

While the NIST sites at Boulder are well known they are also frequently very busy and often don’t provide an immediate response. Timeouts are possible so provision to enter the addresses of alternative / local sources is advised. NIST provides a list of alternate addresses so alternate entries should be supported.
IP addresses of the sources are provided by NIST. Source code for utilities is available.
In this case the MFP should make the inquiry and not leave a port  open for automatic updates (123 is sometimes used) since that creates a new vulnerability.
Option 2 – Internal Source On Network 
In this case the MFP must access a third party network appliance that provides the time for devices on the network and takes responsibility for Accessing the NIST time service. Generally  protocols already supported by the MFP (SNMP,  Telnet, HTTPS, etc. ) can be used again eliminating the need to support  a special new protocol.
An example of such a network appliance is the Symmetricom SyncServerS300. 
